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Privacy Statement
Austropa Interconvention

We provide this privacy statement to inform you on how we may collect, use, share, and otherwise
process your personal information. As a private customer, an employee of one of our corporate cli-
ents or other individual to whom we offer or provide our services — travel, (overnight) stays, meet-
ings and events, and related products and services — via our websites, mobile applications, email
communications or other online and offline means. We have a strong commitment to respecting our
users’ concerns about privacy and process all personal information in compliance with the European
and the Austrian data protection law. Personal information provided by you when making a request
regarding data protection is used exclusively for the purpose of processing your request.

Wo acts as Controller in respect of the processing of your data and
where can you turn to?

The following entities act as Controllers with respect to the applicable data protection laws:

Ruefa GmbH

(including the brand Austropa Interconvention)

Jakov-Lind-StraRRe 15, A-1020 Wien (Telephone: +43/1/58800-752;
e-mail: datenschutz@verkehrsbuero.com ).

as well as the named official congress organiser.
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What data categories do we process?

Due to our contractual obligations, we process:

Account Information — If you contact us, register with us or receive services from us, we collect gen-
eral information about you in order to contact you regarding booking and additional travel infor-
mation or service information in connection with your booking requests. This may include your
name, email address, phone numbers, employer, and physical addresses, in some cases your gender
and date of birth.

Guest and Travel Information — If you book a trip, stay or any other service, we collect directly or — if
you do not book the stay or travel yourself — indirectly (via third parties f.e. via your employer, other
intermediary travel agents, friends and family members or other organizers) the details of your trip
or stay or other service (such as arrival and departure time and location, airline, hotel, car rental da-
ta) and other information required to complete your travel bookings. We may also collect special
categories of information to provide accessibility, food preferences, or other desired services. If nec-
essary, we also require the passport data from travellers. If we book trips for your escorts, we may
collect the same data categories from them. Please forward this information to all those affected
whose data you provide in a travel booking. Your customer data is stored in your travel or guest pro-
file, where we collect the information required for your travel booking and the provision of our ser-
vices. You can provide additional information in your travel or guest profile, including frequent flyer
program credentials, regulatory identification numbers, and emergency contact information.

Payment Information — To pay for bookings and other transactions through our services, we collect
payment card information and other details necessary to process payments.

Based on our legitimate interest to provide you with personalized information and to create statis-
tics on user behaviour during the usage of our websites and mobile applications, we also process:

Device Data — We collect information about how you use our services, including your computer’s IP
address and information that can be derived from it (such as internet provider and general geograph-
ic location), your device’s unique identifier and other technical information. We also collect infor-
mation about how you use our websites and mobile applications. We collect some of this infor-
mation using cookies and similar technologies, as described here.
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How long do we process your data?

Your data will be stored at least as long and to the extent as it is required by our contractual basis.
After termination of the contract, your data will be kept in accordance with our retention obligations.
These retention requirements are usually 7 years. In addition, your information will be stored on the
basis of our legitimate interest until we get a substantiated objection from you, or kept otherwise
based on your explicit consent until you withdraw it.

For what purposes do we process your data?

Provide you with travel products and services — We use your information to book your travel and
overnight stays, organize meetings and events, prepare itineraries and invoices, communicate with
you about your travel or our products and services, provide customer service, and manage your ac-
count.

Provide our products and services to corporate clients — We use your information to comply with
our agreements with your employer or travel sponsor, communicate about our products and ser-
vices, and help them ensure compliance with their policies.

Process payments — We use your information to process transactions and provide you with related
customer service.

Operate websites and mobile applications — We use device data to monitor and improve the per-
formance and content of our services, provide updates, analyse trends and use in connection with
our services, and measure whether our ads and offers are effective.

Operate and improve our business — We use your information for compliance with our company
policies and procedures, for accounting and financial purposes, to detect or prevent fraud or criminal
activity, to perform, analyse and improve our business and services, and otherwise as required by
law.

Optimization of services and marketing

We use your data in you and our legitimate interest to optimize our services and future benefits,
including:

e the usage of frequent flyer information and travel preferences

e the pre-filling of forms and payment data

e the usage of contact information

for the transmission of performance and service changes

o

o to contact you and related parties in emergencies
o to obtain feedback on our services provided
o to send you information to our products and services electronically as well as by mail

If we falsely presume these interests, you can report to us by means of a contrary declaration.
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During a congress, participant lists with your personal contact details may be — in your and our mu-
tual interest — forwarded to other congress participants for the purpose of informing all participants
about present contact persons. Furthermore, your data will be processed — by companies commis-
sioned for this processing — for documentation purposes, in particular video recordings, and your
data may be processed for the purpose of sending electronic advertising to, based on our legitimate
interest and in the legitimate interest of the organizer to inform you respectively. You have a right of
objection to these processing operations — based on reasons that are in your personal situation —
which you may address to the organizer.

With whom and how do we share your information?

Generally, we do not transmit your data to third parties without your consent, neither free of
charge nor against payment. Exceptions to this are transfers that we make on the basis of a legal or
contractual obligation or on the basis of our mutual and legitimate interests as mentioned above:

Your employer or travel sponsor — Our services to you may be provided under the terms of service
agreements with your employer or travel sponsor. We share your information with them to allow
them to manage their business travel needs and assure compliance with their company travel poli-
cies. At the request of your employer or travel sponsor, we may also share information with their
vendors.

Travel suppliers and other travel service providers — We share information with travel suppliers (for
example, airlines and hotels) and travel service providers (for example, ticket distribution systems
and travel application providers), and the vendors for both, as necessary to book your travel and
provide travel-related services to you and your related (third) parties.

Vendors, suppliers, processors — We share information with vendors that perform functions on our
behalf, such as other travel agencies, meeting and event planners (other congress organizers and
Housing Offices or Professional Congress Organizers commissioned during the event and, if applica-
ble, future organizers of similar congresses to those you have booked), visa and passport service pro-
viders, mobile application and software developers, and vendors who provide IT support, data host-
ing, marketing and communications services, and collections.

Affiliates — We may share information within our corporate family to the extent permitted by law to
allow them to provide, analyse and improve their and our products and services.

Authorities, government agencies, banks, courts — We may disclose information to regulatory au-
thorities, courts, and government agencies where we believe doing so would be permitted or re-
quired by law, regulation or legal process, or to defend our or third party interests, rights or property.

Business transfers — If we negotiate or complete a transaction involving all or part of the business
(for example, a reorganization, merger, sale or acquisition), we may disclose information to third
parties involved in the transaction to the extent permitted by law.

We may also share personal information with other parties as directed by you or subject to your con-
sent.
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Facebook

We have integrated components of the company Facebook on our website.

The operating company is Facebook, Inc., 1 Hacker Way, Menlo Park, CA 94025, USA. Facebook Ire-
land Ltd., 4 Grand Canal Square, Grand Canal Harbor, Dublin 2, Ireland acts as controller if an affect-
ed person lives outside the US or Canada.

Each time you visit one of the individual pages of websites operated by us and on which a Facebook
component (Facebook plug-in) has been integrated, the Internet browser on your IT-system is auto-
matically triggered by the respective Facebook component to download a respective representation
of the Facebook component. An overview of all Facebook plug-ins can be found at
https://developers.facebook.com/docs/plugins/?locale=en US. As part of this technical process,

Facebook receives information about which specific individual page of our website is visited by the
person concerned.

If you are logged in to Facebook at the same time, Facebook recognizes with each of your visits to
our website and during the entire duration of the respective stay, which specific individual page of
our website is visited. This information is collected through the Facebook component and assigned
by Facebook to the respective Facebook account. If you press one of the integrated Facebook but-
tons on our website, for example the "Like"-button, or leave a comment, Facebook assigns this in-
formation to your personal Facebook user account and saves this personal data.

If such a transmission of this information to Facebook is not wanted, you can prevent this transmis-
sion by logging out of your Facebook account before visiting our website.

The Facebook Privacy Policy, which is available at https://de-de.facebook.com/about/privacy/, pro-
vides information on the collection, processing and use of personal data by Facebook. It also explains
which options Facebook offers to protect your privacy.

By the means of your consent, our website uses the Conversion Tracking Pixel Service provided by
Facebook. This pixel can be used to track user behaviour after they have been redirected to our site
by clicking on a Facebook ad. This enables tracking the effectiveness of Facebook advertising for sta-
tistical and market research purposes. The collected data remains anonymous. This means that we
cannot access the personal data of individual users. However, the collected data is stored and pro-
cessed by Facebook. We inform you according to our knowledge. Facebook may link the data to your
Facebook account information and use it for its own promotional purposes, according to the Face-
book Privacy Policy. Facebook Conversion Tracking also allows Facebook and its affiliates to show you
ads in- and outside of Facebook. Additionally, a cookie is stored on your computer for this purpose.
You have the possibility to prohibit Facebook and its partners from displaying advertisements. You
can edit the settings for Facebook's ads using the following link:
https://www.facebook.com/ads/website custom audiences/.
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Google Analytics

We have integrated the component Google Analytics (with anonymization function) on our website.
Google Analytics is a web analytics service. The operating company of the Google Analytics compo-
nent is Google Inc., 1600 Amphitheatre Pkwy, Mountain View, CA 94043-1351, USA.

The purpose of the Google Analytics component is to analyse visitor flows on our website. Google
uses the data and information obtained to evaluate the use of our website, to compile online reports
showing the activities on our websites and to provide other services related to the use of our web-
site.

Google Analytics sets a cookie on your IT-system. By using this cookie, Google gets able to analyse
the usage of our website. Each time you visit one of the individual pages of websites operated by us
and on which a Google Analytics component has been integrated, the Internet browser on your IT-
system is automatically triggered by the respective Google Analytics component to send data to
Google for the purposes of the online analysis. As part of this technical process, Google will receive
personally identifiable information, such as your IP address, which are used to track the origin of
visitors and clicks and facilitate commission settlement.

By using this cookie, personally identifiable information, such as access time, the location from which
access was made and the frequency of visits to our website, is being stored. Each time you visit our
website, your personal information, including the IP address of the Internet connection you use, is
transferred to Google in the United States of America. This personal information is stored by Google
in the United States of America. Google may transfer such personal data collected through the tech-
nical process to third parties.

You can prevent the storing of cookies through our website at any time by means of an appropriate
setting of the Internet browser used and thus permanently object to the activation of cookies. Such a
setting of the Internet browser used would also prevent Google from setting a cookie on your IT-
system. In addition, a cookie already set by Google Analytics can be deleted at any time via the Inter-
net browser or other software programs.

In addition, you have the option of objecting to and preventing the collection of data generated by
Google Analytics for the use of this website and the processing of this data by Google. To do this, you
can download and install a browser add-on at https://tools.google.com/dlpage/gaoptout. This

browser add-on informs Google Analytics via JavaScript that no data and information about website
visits may be transmitted to Google Analytics. The installation of the browser add-on is considered by
Google as a contradiction. If your information technology system is later deleted, formatted, or rein-
stalled, you must reinstall the browser add-on to disable Google Analytics.

Additional information and Google's privacy policy can be found at
https://www.google.com/intl/en/policies/privacy/ and

http://www.google.com/analytics/terms/en.html. Google Analytics is explained in more detail at

https://www.google.com/intl/de de/analytics/.
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International data transmission

We may transfer your information to jurisdictions outside of your home country for the purposes
described here, including to countries that may not provide the same level of data protection as your
home country. To protect the information, transfers will be made in accordance with appropriate
data transfer agreements and other protections. Regardless of where we process your information,
we protect it in the manner described in this Privacy Statement and in accordance with applicable
law.

What are your privacy rights?

You have the right(s)

e to obtain a confirmation as to whether or not personal data relating to you are being pro-
cessed, and, where that is the case, to receive free information on the personal data stored
about you and a copy of this information;

e to withdraw your consent to the processing of personal data without affecting the lawfulness
of the processing already carried out;

e to obtain the rectification of any (wrong) personal data relating to you or, at most,

e to obtain the erasure of your data if there is no legal reason to store them any further;

e to obtain restriction of processing;

e to receive your personal data processed on the basis of your given consent and which you
have provided to us, in a structured, commonly used and machine-readable format and

e to transmit those data to another controller without out hindrance;

e to have the personal data transmitted directly from one controller to another, where techni-
cally feasible and this not does not adversely affect the rights and freedoms of others;

e to lodge a complaint with the Austrian Data Protection Authority in the case we do not an-
swer properly within the given time frames.

How do we protect your data?

We maintain reasonable administrative, technical, and physical security measures to protect your
information from unauthorized access and use. We retain your information only as long as needed to
provide our services and for legitimate business purposes, unless we are required by law or regula-
tion or for litigation and regulatory investigations to keep it for longer periods of time.

General data security measures

At any time we implement appropriate technical and organizational measures, such as pseudony-
misation, which are designed to implement data-protection principles, in order to meet the require-
ments of the data protection provisions.

We implement appropriate technical and organisational measures for ensuring that, by default, only
personal data which are necessary for each specific purpose of the processing are processed. That
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obligation applies to the amount of personal data collected, the extent of their processing, the period
of their storage and their accessibility. In particular, such measures shall ensure that by default per-
sonal data are not made accessible without the individual's intervention to an indefinite number of
natural persons. These measures include

e the pseudonymisation and encryption of your personal data;

e the ability to ensure the ongoing confidentiality, integrity, availability and resilience of pro-
cessing systems and services;

e the ability to restore the availability and access to personal data in a timely manner in the
event of a physical or technical incident;

e aprocess for regularly testing, assessing and evaluating the effectiveness of technical and or-
ganizational measures for ensuring the security of the processing.

Special data security measures

Secure Socket Layer (SSL)

Whenever it is necessary for you to enter personal information online, we use an encrypted trans-
mission method (SSL) to protect your confidential information. “SSL” stands for “Secure Socket Lay-
er”. When accessing a secure server, the first characters of the site address will change from
“http://” to “https://”. This indicates that you are in a secure mode. In addition, you may also see
one of the following icons in the lower right-hand or left-hand corner of the computer screen:

S Internet Explorer
= Firefox
' Chrome

a@ Safari

SSL creates a secure connection between a client and a server (your computer), over which any
amount of data can be sent in secure mode. For using SSL, the browser and the server need what is
called an SSL certificate to be able to establish a secure connection and to indicate where the server
is located and who it is operated by. In order to receive such a certificate, you need a certificate issu-
er, who guarantees that the information given is accurate. Our secure server has been certified by
the Comodo Group.
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Changes

We may change this Privacy Statement from time to time as our business changes or legal require-
ments change. If we make material changes to this Privacy Statement, we will post a notice on our
website before the changes go into effect, and notify you as otherwise required by applicable law.

Questions

If you have created an online account with us and would like to update the information you have
provided to us, you can access your account to view and make changes or corrections to your infor-
mation. You may also have the right to be informed of whether we are processing your information
and to access, correct, delete or object, upon request and free of charge, to our use of your infor-
mation. We will try to comply with your request as soon as reasonably practicable. Please note that
we may need to retain certain information for recordkeeping, to complete any transactions you be-
gan before your request, or for other purposes as permitted by law. If you have questions or com-
plaints regarding the processing of your data, please contact our service staff or contact us in writing:

Verkehrsbiiro Group, Datenschutz
Jakov-Lind-StraRe 15,

1020 Vienna

Austria
datenschutz@verkehrsbuero.com.

We will review your request and reply in writing within 30 days after receipt.
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